
©2016 AKAMAI |  FASTER FORWARD  
TM

Incoming HTTP Request 
GET / HTTP/1.1
Host: www.customer.com

Load Security Config for
www.customer.com

(”Selected Hosts” in Luna)

Rate Policies*:
Tally Client Identifiers in Rate 

Accounting Table, put violators in 
Penalty Box

Evaluate Match Target*, Choose 
Policy

Load Network Lists

Network Layer Controls*

Rate Controls: Is Client Identifier 
in Penalty Box?

Kona Ruleset

Slow Post Controls

Custom Rules*

Client Reputation*

Customer Defined Bots*

Akamai Defined Bots

User Agent Based Detection

Request Anomaly Detection

Web Scraper Reputation

Browser Validation

Session Validation

Cookie Integrity Validation

Skip if (Matched && [Allow | 
Ignore | Tarpit | Deny])

Behavior Anomaly Detection

Rate Controls:  Is Client Identifier 
in Penalty Box?

Delivery Configuration

Monitor | Allow | Ignore | Delay | 
Slow =

go forward to origin

Deny | Tarpit | Serve Alt =
do not go forward to origin

Skip to Delivery if no Match Target Halt on 1st Deny Halt on 1st Match (Even in Monitor)

Common

KSD

BotMan
Passive

BotMan
Active

BotMan
Premier

Delivery

* Indicates Network 
Lists can be leveraged 
in control-specific 
match criteria

Request Flow Through an Individual Edge Server


